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Abstract

A practical method for giving unlimited, correct, numerical responses to
ad-hoc queries to an on-line database, while not compromising confidential
numerical data, has been developed by (Gopal et al. 2002) and is called
Confidentiality via Camouflage (CVC). Responses are in the form of intervals
that are guaranteed to contain the exact answer. Virtually any imaginable
query type can be answered and although sharing of query answers among
users presents no problem, the threat of insider information is real. In this
work we identify two distinct types of insider information, depending on
whether the knowledge is of data in the confidential field or of the algorithmic
process that is used to answer queries. We show that different realizations
of CVC can protect against one type of insider threat or the other, while
a combination of realizations can be used if the database administrator is
not able to specify the type of threat that is present. Various strategies for
dealing with cases where a user poses both types of threats are also presented.
Computational experience relates the degradation of answer intervals that
can be expected based on the type of threat that is protected against and
indicates that, in general, algorithmic threat causes the greatest degradation.
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1 Introduction

Historically there have been three approaches to protection of a confidential
vector of numerical data in a database from disclosure through answers to
user queries. They are first differentiated by whether or not the user is
afforded deterministically correct answers to queries that are functions of
that field. If not, a simple and effective approach is through perturbation of
the data, typically so as to retain desired statistical properties. Examples of
the perturbation approach are (Duncan and Mukherjee 2000, Muralidhar et
al. 1995, and Traub et al. 1984). If the user does require deterministically
correct answers, the next level of differentiation is whether these answers are
required to be exact, i.e. a number, or whether an interval answer will suffice.
The first requirement leads naturally to a class of techniques known as query
restriction. That is, since exact answers to queries provide the user with such
powerful information, it may become necessary to refuse to answer certain
queries at some stage in the process to avoid disclosure of a confidential
datum. These approaches are typified by (Chin and Ozsoyoglu 1982 and
Gopal et al. 1998). If deterministically correct, and hopefully small, interval
answers suffice, a model known as Confidentiality via Camouflage (CVC)
has been presented in (Gopal et al. 2002) that allows for unlimited answers
to any conceivable query types. In this work we consider extensions to the
realizations of CVC given in (Gopal et al. 2002) that focus on the types of
(insider) knowledge that the users may have in addition to the answers to
queries.

In particular this work distinguishes between the knowledge of confiden-
tial data or of the process used to answer queries. That distinction is an es-
sential departure from previous work in the area of security of a confidential
field in a database. The threat of insider knowledge of data is often treated
in an ad-hoc method in the literature, although (Garfinkel et al. 2002) define
it precisely and show how to protect against it when the confidential data
is categorical. To our knowledge the threat of knowledge of the algorithmic
process of answering queries has not been addressed before.

The definition of protection can also vary among different models. As in
(Gopal et al. 2002) we consider a form of deterministic interval protection in
which there is associated with the confidential n-vector a := (ay, ..., a,), two
other n-vectors 1:= ({1, ..., ¢,) and u := (uq, ..., u,), such that  <a <u. If
a user is able to determine that a; € ; C R, then record i is protected if
and only if



Q; N (—00,4;] # ¢ and Q; N [u;, +00) # @. (1)

That is, no user can determine that a; > ¢; or a; < u; for any 1.

We illustrate all concepts on Table 1 from (Gopal et al. 2002). Note that
the table contains entries in the three non confidential fields “Job”, “Age”,
and “Company”, as well as in the confidential field “Salary”. We assume that
the nonconfidential fields can be used as a basis for answering queries, i.e.
“the maximum salary of employees of Company A”. A good deal of attention
was devoted to these fields in (Gopal et al. 2002) where it was shown that
there are advantages, in terms of the size of the resulting answer intervals, to
renumbering the records based on them. In this work we do not pay special
attention to these fields and simply assume that there are enough of them to
enable a user to essentially choose any set T as the “target set” of a query, e.g.
T =1{1,3,5,6,9,11,13,14} can be asked with “Company A or Manager”. In
terms of protection, note that for instance, from Table 1, a; is protected on
both sides by an interval of range seven that is asymmetric around it. On the
other hand ay is protected only from below while a4 requires no protection.

Record | Name Job Age | Company | a = Salary |1 | u

1 Robinson Manager | 27 | A 55 53 | 60
2 Reese Trainee |42 | B 31 29| 31
3 Furillo Manager | 63 | C 107 99 | 110
4 Campanella | Trainee | 28 | B 28 28 | 31
5 Cox Manager | 55 | B 63 53 | 64
6 Snider Manager | 57 | A 82 78 | 82
7 Koufax Trainee |21 | D 29 28 | 30
8 Newcombe | Trainee |32 | C 31 29 | 31
9 Hodges Manager | 35 | B 60 60 | 63
10 Branca Trainee | 36 | D 27 26 | 27
11 Loes Manager | 47 | B 47 46 | 50
12 Roe Trainee |28 | D 32 31| 34
13 Reiser Manager | 64 | A 94 91 | 100
14 Gilliam Manager | 46 | C 51 51 | 51

Table 1



It is assumed that the parameters (¢;, u;) are provided by the DBA,
possibly based on at least partial input from the subjects of the database.
For instance the DBA may guarantee that no user will be able to determine
a; within a given percentage of its value. There are many (¢;, u;) pairs that
satisfy that condition and the DBA will choose one. He will be motivated
to use some degree of randomization and, in particular, will not want to
have [¢;, u;] routinely be a symmetric interval around a;. The latter would
be particularly dangerous if ©; = [{;, u;|, which is likely to occur in some
realizations of CVC. Then if the user estimated a; as the midpoint of €2;, the
estimate would be exact.

Section 2 describes CVC and defines the two basic types of insider threat.
Two different realizations of CVC are the subjects of Sections 3 and 4. The
first is that of (Gopal et al. 2002) and is shown to be safe against insider
knowledge of the algorithmic process but not of confidential data. The re-
verse is true of the second realization, introduced in this work. Section 5
indicates how the two realizations of CVC can be combined in various ways
and indicates the benefits achieved from this combination in terms of pro-
tection or answer quality or both. Computational results are presented in
Section 6 and conclusions and future research in the ultimate section.

2 An Overview of CVC and Analysis of Threats

2.1 Overview of CVC

In CVC the confidential vector n-vector a is “camouflaged” by making it part
of the relative interior of a compact set II of n-vectors. Then every query
q := f(a) is answered with the interval [¢~, ¢"], such that

¢ < f and gt > f* (2)

where

[ i=min{f(x) : x € IT} (3)

and



[T i=max{f(x):x € Il}. (4)

Let z; := min{z; : x € II} and z := max{x; : x € [I}. Then the user
will not be able to determine a;, solely from the answers to queries, more
precisely than a; € [z;,z]]. It follows that as long as

3 (x,y) € I3 x; <{; and y; > u; for all 4 (5)

every subject is protected. There are two main classes of issues that remain
with respect to implementation of CVC, based on whether or not it is as-
sumed that the user gains all of her knowledge from answers to queries or if
she has access to some other information.

If the user knows more than just the answers to queries, protection of
the confidential data becomes much more complex and is dependent on what
kinds of “insider” information the user has. These issues are addressed in
Section 2.3. If not, the first remaining issue is the structure of the set II. We
assume only that IT is compact and obeys (5).

Once the structure of II is chosen there remains the question of how to
solve (3), (4). Of course these depend on the function f. In (Gopal et al.
2002) only minimal access, low order polynomial algorithms for (3), (4) are
considered because the system is assumed to be running on line. We make the
same assumption here. Clearly the form of the set II will influence the ease
of determination of f~ and f*and the choice of exact algorithm or heuristic
to solve (3), (4) will influence the quality of the answers given. In general
a smaller interval is preferred by the user to a larger interval. Let e be the
exact, correct answer to a query. To measure the quality of an answer based
on (3), (4) we use the measure h := (¢* — ¢~ )/e, so that quality is inversely
related to h.

2.2 Threat Analysis for CVC

As indicated in Section 2.1, CVC provides the desired protection (1) as long
as the user does not have access to additional information, i.e. if all the
user knows is that for every query ¢ that has been answered, f(a) € [¢—, ¢"].
There are basically two types of additional information that a user could
have. We will refer to them as insider data information and insider algorithm
information. At the minimum insider data information could be in the form



of better answers to queries than those provided by CVC, i.e. the user knows,
for some query function f, that f(a) > ¢~ or f(a) < ¢™. The extreme case
is that the user knows one or more elements of the confidential vector.

On the other hand insider algorithm information can be further classified
as knowledge of either the process of the algorithm or its parameters. For
CVC we can define five different levels of such information, namely:

Insider Algorithm Process Information

a. The general model (3), (4);

b. In addition to (a), whether a given query type is answered exactly or
heuristically;

c. In addition to (a) and (b), the type of heuristic used if appropriate;

d. In addition to (a), the general structure of II.

Insider Algorithm Parameter Information
e. In addition to (d), any parameters that determine IT and the relation-
ship of a to II.

In the remainder of the paper we focus on the various realizations of pos-
sible threats, and measures to safeguard against them that are dependent on
the particular structure of IT that is chosen. We will see that it is possible
to focus the choice of IT on whether insider data information or insider algo-
rithm information is seen to be the main threat or even if the DBA has no
way to decide which type or types of information to guard against.

3 CVC-POL: Polytope

In (Gopal et al. 2002) the compact set I1 is restricted to be a polytope so that
we will now refer to that realization of CVC as CVC-POL. In particular the
polytope is the convex hull of k extreme n-vectors P = {P! ..., P*¥} where
k > 3 and typically k < 6. Two different classes of polytopes are discussed.
One is especially appropriate for SUM queries in that it is designed to be able
to answer a subclass of these queries exactly. The other is more robust in
that it tends to give better answers, as defined by tighter intervals, to most
standard classes of queries. We restrict our attention to the second class in
this work.

In particular k£ = 3 and P is constructed as follows. The elements of 1 and
u are systematically (see (Gopal et al. 2002) for details) assigned to P! :=
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(pi,...,pk) and P? := (p3, ..., p?) so that for all ¢, p; = ¢; and p? = u; or vice
versa. Then Ay, Ay are chosen such that A\;, Ao > 0and \;+ A\ < 1. Finally to
make a part of the relative interior of IT, P? = (a— X\ P*—X\,P?) /(1= —\y).
For example, arbitrarily choosing A\; = .2 and A\; = .3, P is given in Table 2.

Record | P' | P2 | P? a
1 60 | 53 | 54.2 | 55
2 31 129 |32.2 |31
3 99 | 110 | 108.4 | 107
4 28 [ 31 | 26.2 | 28
5 53 |64 | 66.4 | 63
6 78 | 82 | 83.6 | 82
7 30 [ 28 |29.2 |29
8 29 {31 | 31.8 |31
9 63 |60 | 588 | 60
10 26 | 27 | 274 |27
11 46 | 50 | 45.6 | 47
12 34 (31 | 31.8 | 32
13 91 [ 100 | 91.6 | 94
14 51 | 51 | 51 51

Table 2

Since this definition of IT satisfies (5) it gives at least the required protection
(1) but additional protection is often provided from the vector P?, as is the
case for the records 2,4,5,6,8,9,10,11 in Table 2.

Four classes of algorithms for solution of (3), (4) over the two variables A,
Ay are considered in (Gopal et al. 2002). All algorithms are restricted to be
minimal access, i.e. each record has to be accessed no more frequently than
would be the case if the query were answered exactly since, as a general rule,
a database access requires orders of magnitude more time than a calculation
performed in the main memory. The solution types are:

Extreme Point Solution: For queries having f either convex or con-
cave (e.g. SUM, MIN, VARIANCE), (3) or (4) or both are solved by ex-
treme points Il which are the elements of P. For example, suppose the
query is “The mean salary of the employees of Company B”, so that T =
{2,4,5,9,11}. Then from Table 2, e = 45.8, [ = [44.2,46.8], h = .0568.



Very Efficient Algorithms: In some cases where (3) or (4) is not solved
by an extreme point of IT (e.g.(3) for VARIANCE), exact solution can be
had using a minimal access algorithm with time bounded by a low order
polynomial in k. This is very efficient especially since k = 3.

Grid search: If f is a continuous function, which is true of many stan-
dard statistical queries, a fine grid search over \; € [0,1] and Ay € [0,1 — )]
will invariably provide very good solutions to (3), (4). This option is used,
for instance, for the R? statistic for simple linear REGRESSION queries.

Bounding Heuristics: A final option for all remaining queries is to
design fast, minimal access heuristics which yield [¢™, ¢*] as given in (2). For
instance these are developed in (Gopal et al. 2002) for PERCENTILE and
COUNT queries.

For each of a number of standard query types examples of one or the other
of the above algorithms are given in (Gopal et al. 2002), and generally provide
very good answers for a variety of simulated databases. These algorithms will
not be described here, but their answers will be compared to those of another
realization of CVC in Section 4.

3.1 Threat analysis for CVC-POL

It is easy to see that CVC-POL is vulnerable to insider data information. For
instance it is possible that CVC-POL gives exact answers to SUM queries,
so that a user who knows ¢ — 1 elements of a determines the remaining
element from the answer to the query. For an example from Table 2 where
the answer is not exact but confidentiality is nevertheless violated, suppose a
user knows that a; = 29 and asks SUM with 7" = {7,8}. The answer would
be [59,61] from which the user establishes that ag > 30, which violates the
lower bound constraint for Subject 8. On the other hand CVC-POL is only
marginally vulnerable to insider algorithm information. There is no danger
of loss of confidentiality from (a)-(c) of Section 2.2. Knowledge of the general
structure of II is also safe. That is, the user can know that II is a polytope
and that a is interior to II. Finally, the parameters of CVC-POL are k
and (A, ..., A\g). The user can safely know k& and even the k extreme points
themselves and it is easy to see that this knowledge can be achieved, without
any insider data information, through a series of linear queries.

If, however, the user know (a)-(d) and P!, ..., P*¥ knowledge of the remain-
ing parameters (A, ..., \y) would allow for determination of a in its entirety.



On the other hand we note that knowledge of (Ag, ..., \x) can be denied to
all humans, including the DBA, by simply having the computer program
randomly choose this k-vector. Thus, while knowledge of these parameters
may not be considered a real danger, insider data information consisting of
knowledge of any k elements of a, along with (a)-(d) would permit a user to
obtain (A, ..., A\x) and thus the exact values of the remaining n — k elements
of a.

4 CVC-STAR: Union of Line Segments

In this section we present a variation of CVC, called CVC-STAR, that is safe
against the threat of insider data information but is vulnerable to insider
algorithm information. In CVC-STAR the set II is not a polytope, or even
convex. Instead it is the union of n line segments in n-space, which can be
thought of as resembling a star. In particular

m={Js (6)

1EN

and
Si={a—(a; — au; — (1 —a)l;)e; : a € [0,1]} (7)

where e; is the 7" unit n—vector. In words S; is the line segment in which
all elements of a except for a; retain their original values, while the i ele-
ment takes on all values in the range [¢;, u;]. It follows that for any query ¢
corresponding to the function f and the set T', that the answer interval can
be computed by minimizing and maximizing f over all S;, ¢ € T" and then
concatenating the ¢t answer intervals. Although each set S; contains only
one variable, so that minimization and maximization of the query functions
over each S; should be simple, straightforward application to the solution of
(3), (4) for CVC-STAR may still be unwieldy if ¢ is large. Therefore exact
algorithms all of which are o(¢) and minimal access are developed in Sections
4.2 - 4.6 for a number of standard query types.

Although CVC-POL and CVC-STAR are closely related, the different de-
finitions of II affect all of the primary considerations of CVC very strongly.
Since every answer from CVC-STAR is computed based on t — 1 of the el-
ements of a, it seems logical that CVC-STAR would, in general, produce



tighter intervals than CVC-POL, especially as t increases. In fact the com-
putational experience of Section 6 bears out that intuition. It should also be
reemphasized that CVC-POL can give exact answers to some queries, and I1
can even be constructed so that this happens with some regularity. A small
example of this is given below where \; = .2, \; = .3 and a SUM query
would be answered with [120, 120].

Record | P! | P2 | P? | a

1 50 | 70 [ 58 | 60
2 70 | 50 [ 62 | 60

On the other hand exact answers will almost never occur with CVC-
STAR. For instance, ignoring P3 in the above table, the same query would
yield [110, 130]. In general, for z; € [{;,u;], CVC-STAR will give an exact
answer to a differentiable query function f if % = 0 for all i and z; € [¢;, u;].
That condition will only be satisfied in very rare circumstances. For other
instances where exact answers are possible consider, the SUM query from
Table 3 with 7" = {14}. It would be answered with 51 since the subject
requires no protection. Also a nondifferentiable query like “The number of
subjects with salary greater than 150” would be answered with zero.

4.1 Threat Analysis for CVC-STAR

On the surface it would appear, again because it makes more direct use of
elements of a, that CVC-STAR is less secure than CVC-POL. That turns out
to be true with respect to insider algorithm information but not to insider
data information. In fact, it is easy to show that, in some sense CVC-
STAR provides the ultimate protection against the latter. Observe that
CVC-STAR protects against unauthorized disclosure even in the case when
all other subjects in the database collude in an attempt to discover a;. That
is, all but a single element a,, of {a; : i € T'} are known to the user asking
a query. Even so, there is no query or set of queries they can ask that will
reveal more than a,, € [€,, u,] even if (3), (4) are solved exactly.

But, suppose that a user has no insider data information, but knows
the CVS-STAR algorithm process. That is, the user knows that CVC-STAR
gives exact solutions to (3), (4) over II as defined by (6), (7). The parameters
of CVC-STAR are only the vector pair (1,u), all of which the user can also
obtain by asking the SUM queries with 7' = {i} for i = 1,...,n. Consider the
following table.
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record | 1 a |u
1 30 | 50 | 80
2 20|40 | 70

A user asks the three SUM queries corresponding to 7' = {1}, {2}, and
{1,2}, which are answered by CVC-STAR with [30,80], [20,70], and [70,
120] respectively. Then the user can immediately observe that the following
inequalities hold: a; > 50, as > 40, a; < 50, as < 40. Thus, not only are a;
and as not bound protected but they can be determined exactly.

Thus CVC-POL and CVC-STAR have symmetric strengths and weak-
nesses. In the remainder of this section we show how to solve (3), (4) exactly
by CVC-STAR for some standard query types. Not surprisingly, exact so-
lution of queries is generally simpler for CVC-STAR than for CVC-POL
and thus there is never a need to resort to heuristics. All examples except
those for REGRESSION queries are illustrated with the data (ignoring P?)
of Table 2 and compared to the corresponding answers from CVC-POL. The
observation that answers for CVC-STAR are generally superior to those of
CVC-POL does not become clear from these very small examples as opposed
to the results of Section 6.

4.2 MEAN(SUM) Queries:

Let A} =wu; —a; and A; = {; — a;. Clearly, for the MEAN (or equivalently
SUM) query (3), (4) are solved by

fm= % (Zai +min{A; :i € T})

i€l

and

f+:%<2ai+max{A;r:i€T}>.

€T

For instance the query “Mean of the salaries of all employees of Company B”
has T' = {2,4,5,9,11} and would be answered (ignoring P?), with [43.8, 46.4]
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since Y a; = 229, min{A; : i € T} = Ay = —10, and max{A; : i €
€T

T} = Af = 3, so that from e = 45.8, h = .0568. Note that for SUM and

MEAN queries CVC-POL also gives exact solutions to (3), (4) by simply

minimizing and maximizing f over the three extreme vectors. For CVC-

POL the corresponding answer is I = [44.2,46.8], with the identical value

h = .0568.

4.3 MIN Queries:

Given the symmetry between MIN and MAX queries we focus only on the
former. Clearly f~ = min{¥¢; : i € T}. To determine f* we first observe
that for all S;, f is maximized over S; at a point having x; = wu;. Then
renumber the rows of 7" in non decreasing order of a; as {w(1),...,w(t)}. Let
f;r(l) 1= MaXges, min{z; : ¢« € T'}. From the construction of S; it follows
that

) = min{uu), duwe) } (8)

But from (8) f;r(l) < ay(2), and since it is clear that fJ(l) > ) for all
i € T\w(1), it follows that f+ = f;“(l) as given by (8). For instance consider
the query “minimum of the salaries of all employees of Company B”, having
e = 28. Then w(l) =4, {; = 28, w(2) = 2, uy = 31, ay = 31, so that the
query is answered with [28,31], with h = .107. For CVC-POL, (3) is solved
exactly but a heuristic is used for (4), resulting in the answer interval for the
same query of [26.2,29.8] with A = .129.

4.4 PERCENTILE Queries

The results in Section 4.3 are easily generalized to PERCENTILE queries.
A p" PERCENTILE query, where p € [0, 1] is defined by first reindexing the
a;’s for ¢ € T in nondecreasing order. Then if ¢* given by

F=pt—1)+1

is integer, e = a,(+). Again, assume the elements of 7" have been renumbered
as in Section 4.3. For expository purposes we treat the special case where i*
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is integer since otherwise a solution is found by simple linear interpolation.
MIN, MAX, and MEDIAN are the special cases with p = 0, 1, .5 respectively.
Assume i* ¢ {1,t} since otherwise the query is MIN or MAX. Following
the same logic as in Section 4.3, to compute f~ we only have to consider
Sw(i*), ---» 9 and in each case only at /;, since clearly f is minimized over
S; at £;. The reverse is true when computing f*. Then let ¢* = min{/;,
i =w(i*),...,t}, and v* = max{u;, i = 1,...,w(i*)}. Then

f = max{é*,aw(i*_l)} (9)

and

[T = min{u*, Qu(i*41) } (10)

Note that (9), (10) hold unless i* € {1,¢}, in which case they are unde-
fined. For instance the MEDIAN query, corresponding to p = 0.5, e = 47
and (9), (10) yields the interval [46,50] so that h = .0851. For CVC-POL,
(3) and (4) are both solved heuristically, resulting in the answer interval for
the same query of [45.6, 50] with h = .0936.

4.5 VARIANCE Queries:

Consider a VARIANCE (or equivalently STANDARD DEVIATION) query
of the form f = > (z; — z)?/t. For any k € T let x3, := aj, + Ay, where
=

Ay € [A;, Af]. Then it follows that

A—k = Ak (%Ak + 2<6Lk - :L‘)) (11)
which is convex in A, and thus maximized at one of the endpoints of the k"
line segment. It is minimized at the mean of the other ¢ elements of a unless
that point is outside [¢x, uy] in which case it is also minimized at £ or wuy.

Then [f~, f*] is determined by simply enumerating at most three points
on each line segment and evaluating (11). For our running example e =
206.96 and the resulting CVC-STAR interval is [154.16, 225.44] so that h =
.3444. For CVC-POL, (3) and (4) are both solved exactly, resulting in the
answer interval for the same query of [174.2, 232.6] with h = .2821.
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4.5.1 SIMPLE LINEAR REGRESSION Queries

We consider a simple linear regression between the confidential attribute
and a numeric non-confidential attribute. The threat from regression arises
from a user attempting to utilize the available non-confidential data and
the regression results to infer the confidential attribute values. Typically,
the users are interested in obtaining the intercept (by) and slope (b;) of the
regression line, as well as the R? and F statistics.

The Regression Line
The slope and intercept of the optimal regression line y = by + by x, are
given by.

thiyi—ZmiZyi

€T €T €T
b T E (T (12)
€T €T
1
by = ;(Z yi — by Zﬂﬁi) (13)
€T €T

where we change notation slightly to be consistent with the standard tradition
that has = represent the data, so that we now have y represent an element
of II. Now consider f(y) — f(a) for y € S; and f is given by (12). Letting
Uk = ap + Ay, for k € T and Ay, € [A;, A], from (12) we observe that

tey, — > x;

Af o it
A, - TPt Y a2 = (D)2
€T €T

which is linear in Ay so that that A f is maximized at y, = u; and minimized

at yp = Uy if Y x; < txy, while the reverse holds if > x; > tay.
i€T i€T
From (13) by is also linear in Ay and so is either maximized at y; = ug
and minimized at y, = £, or the reverse.

The R? statistic
The R? statistic (or more precisely R) can be represented, for y = a, by

14



Z%%-%Z%Zai
R — €T . €T €T i (14)
(T ot - {0t (T a2~ (T e

i€l €T €T

From (14) we get that for any yx = aj, + Ay, for k € T and Ay € [AL, A},

inai—l—xkAk—% (inZai—{—Akai)

f( k) _ - ’i1€T - . - €T €T - l’iET - .
(> xi — (2 w)?)7 - (Af +20kar + D af — 7 (A + > ai)?)2.
€T €T €T €T

and from (15) d’;(AA:) = 0 yields

<inai—%2x12ai) (ak—% ai> — ( a?—%(Zai)Z) (xk—%sz
AF . NieT i€l ieT il ieT il '
¥ =

(ak—%ZaZ) (:Ek—% x,-)—(%)(inai—%inZai
i€T i€T i€T i€l €T

(16)
It follows that for each k € T, (16) can be evaluated and the resulting A} is
feasible if it falls in [A; , Af]. If not it is discarded and (15) is evaluated only
at Ay € {A;, A} to find the minimum and maximum. If so evaluation of
(15) incudes Aj. Note that the F' statistic is maximized and minimized at
the same points as R?.

Results

We illustrate the results with the example data in Table 3 taken from
Gopal et. al (2002). Tables 4, 5, and 6 report the regression results using
the independent variables x!, 22, and 2® corresponding to low, medium, and
high correlation respectively.
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Actual I; u; X X X
276.26 275.21 302.84 139.34 136.3 162.41
35.39 32.7 36.24 18.26 291.59 104.81
3738  37.37] 4111]  19.04] 107.78] 13384
94 .21 92.41 101.83 52.32 137.78 171.32
323.02 308.77 341.08 177.53 364.04 24757
24.56 22.77 25.23 13.63 119.02 381.73
226.56 216.24 238.9 135.66 252.58 232.39
7709]  7057] 7828  4352] 110.16] 32845
21.29 20.29 2242 10.8 54.24 93.09
20.89 20.15 22.24 12.42 102.24 251.75
169.88 155.37 172.35 86.68 178.04 199.64
55.18 50.68 56.2 32.45 56.04 335.04
24375 226.3 250.67 125.53 258.1 174 .22
73.84 721 79.49 43.6 128.79 75.11
62.42 62.05 68.29 31.88 74.06 419.99
78.33 71.75 79.58 40.91 106.85 166.26
34.54 32.59 36.05 19.45 75.73 14517
4436]  4085|  4529]  2605| 10339] 3237
153 146.07 161.37 78.15 252.48 354.56
31.39 28.27 31.41 17.26 122.2 2831
180.96 173.5 191.59 100.12 194.68 212.27
5684] 5526 6095 2089 8144 39529
14215] 13347| 14768|  7887| 16207| 42337
37 33.71 37.41 21.78 48.22 259.12
212.31 199.4 220.63 111.38 27149 370.25
Table 3. Regression Data
low actual | high
bo 94.1443 | 95.6912 | 98.2855
by .0474 .0538 .0574
R? .00345 | .00467 | .00544
F .0798 .1081 1259
p —value | .7801 7453 7259

Table 4. Regression results for low correlation (x')

low actual high
bo -11.7969 | -9.1530 | -7.0668
b1 7587 7762 7985
R? .5091 .5376 .5461
F 23.856 26.74 27.67
p—wvalue | 6.22-107° | 3.1-107° | 2.45-107°
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low actual high
bo -1.9876 -0.6545 797
by 1.8280 1.8608 1.9132
R? .9852 9916 .9949
F 1530 2993 3011
p—wvalue | 1.51-1072 [ 7.3-107%¢ | 6.8-1072°

Table 6. Regression results for high correlation (x?)

The answer intervals around R?, F', and the p-value (the probability that
there is no linear relationship between the two variables) are quite small and
allow the user to deduce that the true relationships are weak, moderate, and
strong respectively. The answer intervals around b; are also quite small, thus
enabling a user to obtain relatively accurate marginal relationship between
the non-confidential independent and the confidential dependent attributes.
Similar results were obtained with CVC-POL where the algorithms are exact
for by, by but grid search is used for R2.

4.6 COUNT (SELECT)

The COUNT query asks for the number of records in the database that
satisfy the condition C' on the confidential attribute. Let {L,,, w =1,...,m}
be a family of nonempty disjoint intervals defined on the domain of {a;}, and
C =Uy_,L,. It follows from the definition of S; that

[ e=1, ifFa e C with [l,u;] £ C
fm= { e, otherwise. (17)
and
I = { e, otherwise. (18)

Thus from (17) and (18) the interval [f~, f] will always have range 0,1, or
2. A SELECT query is identical to the COUNT query except the result is
the list of subjects that satisfy the condition C.

For example suppose C' = [20, 30] U [50, 70]. Then T = {1,4,5,7,9,10, 14},
and every S;, i € T gives [rF, rV] = [7] except Sy, S; which give [7,8], and
Sg, Sp1which give [6,7]. Thus e =7, I = [6,8] and h = 0.286. The bounds

1771
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suggested by (Gopal et al. 2002) for COUNT queries are based on a heuristic
that provides I = [6,10] and h = 0.572.

5 Intersection and Union of Disguising Sets

5.1 An Overview

Based on the fact that sets I1 that differ in their basic structure or in their
parameters offer distinct advantages and disadvantages, one is motivated to
consider combining them in various ways involving intersection and/or union.
Intuitively intersections of camouflaging sets can potentially provide better
answers than any of the original sets, while their union can possibly increase
protection at the cost of degradation of answers. For ease of notation these
concepts are illustrated for the case in which there are only two original sets,
but extension to more than two sets is straightforward. Let I be the answer
interval to a given query based on a disguising set Il that satisfies (5) with
IT = Il.

Set intersection: 11, = II; N1l,. It follows that I, C I; and I, C I5, so
that potentially better answers can be provided. On the other hand II, will
not, in general, satisfy (5). Thus special care must be taken in the choice
of II; and II, to make their intersection safe. Another possible concern with
set intersection is that solution of (3), (4) may be made more difficult by the
intersection process. A possible remedy, if the solution of (3), (4) is relatively
easy over II; and Iy but difficult over I, is to use “answer intersection”. That
is, to calculate I; and I and then provide the answer I; N I5. It follows that
I, € I N Iy, and therefore that answer intersection is safe as long as II,
satisfies (5). It will also be shown in Section 5.2 that answer intersection
provides a degree of protection beyond that of solution over II,.

Set union: II, = II; UIl;. In this case it is easy to see that concatenation
of I and I, solves (3), (4) over II,. Since the resulting interval can be
no better than either I; or I, the only reason to consider this option is if
additional protection can be provided that is not available for I or Il;. It
should also be noted that here it is not necessary that either II; or Il be
able to protect every individual, only that every individual be protected by
one set or the other.
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Based on the above let us consider combining sets within and across the
classes CVC-POL and CVC-STAR. First we note that there are an infinite
number of possible realizations of the former because its parameters are k
and Ay, ..., \g. On the other hand there is essentially only one realization of
CVC-STAR since its parameters 1 and u are assumed to be given. Then we
can consider the following possible combination of types.

1. POL n POL. This is a valid option that is analyzed in the next
subsection.

2. POL N STAR. This combination offers no benefits. The intersection
of the two sets will simply be another star.

3. POL U POL. This combination also offers no benefits since there will
be very limited additional protection against algorithmic insider threat over
use of a single set from the POL class. In addition the quality of the answers
will be degraded.

4. POL U STAR. This is of great interest. It offers the possibility of
protection when the DBA cannot specify which type of threat is present and
is the subject of Section 5.3.

5.2 CVC-INTPOL: Intersection of Polytopes

In this section we consider the “set intersection” option only with respect
to polytopes as disguising sets. Then each polytope has to be created so
that their intersection satisfies (5). One alternative is to initially create two
or more sets as in Section 3, each with £k = 3. Then the condition that
their intersection satisfy (5) can be guaranteed by using the same P! and
P? vectors as extreme points for each set but changing the A vector among
sets so that P3 varies. That option is illustrated in the example below. A
generalization of the idea would be to create the sets so that the same P?
and P2, satisfying (5), are found in each polytope but not necessarily at their
extreme points.

Clearly the new set I, is itself a polytope and, as indicated in Section
5.1, CVC-INTPOL can be expected to provide better answers than those
derived from any of the original polytopes. There are downsides as well.
First CVC-INTPOL may cost more than CVC-POL since additional vectors
that describe the new set will have to be stored and processed in answering
queries. Thus, rather than attempt to enumerate the extreme points we are

19



motivated to use the “answer intersection” option described in Section 5.1
to give heuristic solutions.

In terms of threat analysis, CVC-INTPOL using answer intersection, re-
sembles CVC-POL in that it does not provide protection against insider data
information. However it does provides some additional protection against in-
sider algorithmic parameter information protection. The intervals are not
produced directly from the intersection polytope. Therefore the user would
have to determine the number of polytopes intersected, the number of ex-
treme points of each polytope, and the extreme points themselves before
attempting to determine a as a function of these extreme points. On the
other hand, even though answer intersection is used, the DBA should be
careful about intersecting too many polytopes since eventually a will become
close to an extreme point of the intersection polytope.

Record | P | P2 | P3(.2,.3) | P3(4,.4) | a
1 60 | 53 | 54.2 49 5}
2 31 129 | 322 35 31
3 99 | 110 | 108.4 117 107
4 28 | 31 | 26.2 22 28
5) 53 | 64 | 66.4 62 63
6 78 | 82 | 83.6 90 82
7 30 | 28 | 29.2 29 29
8 29 | 31 | 318 31 31
9 63 | 60 | 58.8 60 60
10 26 | 27 | 274 27 27
11 46 | 50 | 45.6 47 47
12 34 |31 | 318 32 32
13 91 | 100 | 91.6 94 94
14 51 | 51 |51 51 51
Table 3

For example Table 3 represents two polytopes with & = 3 and P! and P?
identical but two different P? vectors where (A1, \2) associated with each are
indicated. The “The mean salary of the employees whose Job is Trainee”,
with T' = {2,4,7,8,10,12} has e = 29.67,and is answered from (A, A2) =
(.2,.3) with I = [29.5,29.77], so that h = .00899. When (A, Ay) = (.4, .4)
the same query is answered with I = [29.33,29.67], so that h = .01124.
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Intersection of the answer intervals results in I = [29.5,29.67|, and h =
.00562.

5.3 CVC-INTPOLUSTAR

Given that, in essence, CVC-POL and CVC-INTPOL provide protection
against algorithmic insider information and that CVC-STAR does the same
against data insider information, it is natural to combine these two classes of
camouflaging sets in order to gain both kinds of protection. It is easy to see
that this can be achieved by simply concatenating the answers from the two
set types as suggested in Section 5.1. That is, this option provides protection
against a user who has one type of insider information or the other.

CVC-POLUSTAR may not protect against a user who has both insider
data and algorithm information. In particular, it is vulnerable if the user
has insider data information, is knowledgeable about the algorithms CVC-
POL and CVC-STAR, knows the value of k used in CVC-POL, and has
access to 1 and u vectors. To strengthen protection against simultane-
ous knowledge of both types of insider information, the DBA could con-
sider CVC-INTPOLUSTAR. In designing the CVC-INTPOL portion of CVC-
INTPOLUSTAR, the DBA can consider the following strategies.

(a) Use a number of CVC polytopes, each with a different value of k.

(b) Not all polytopes used in CVC-INTPOL need to provide interval
protection to the subjects. It is not even necessary for a polytope to contain
the confidential data vector a.

(c) Vary the realization of CVC-INTPOL. The DBA, for example, can
consider using different sets of polytopes for different query types or query
cardinalities.

While these strategies increase the storage and computational burden on
the database system, they make the database more robust against insider
information threats and can also enhance the quality of the query answers
provided to the users.

6 Computational Experience
In this section we present results of extensive numerical experiments that

were designed to evaluate the relative performance of CVC-STAR, CVC-
INTPOL, and CVC-INTPOLUSTAR. The results provide insights on the
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impact of insider data information and insider algorithm information on
the quality of the answers. A database containing 1,000 records, five non-
confidential attributes Aj, ..., A5, and one confidential numeric attribute was
created. The confidential attribute values were drawn from a lognormal dis-
tribution with parameters § = 1/3 and 7 = —4/3, where the random variable
is defined by U = v+ ¢ In|X| and X ~ N(0,1). The values so generated
were distributed in the range [20, 980]. Note that lognormal data sets are
frequently used since numerical data in organizations often follow this distri-
bution (Neter and Loebbecke (1975), Muralidhar et al. (1995)).

The four non-confidential attributes Ay, ..., A4 are categorical. A; and
Ag are binary random variables with parameter p = .3 and p = .7 respec-
tively. As and A4 are discrete uniform variables over the ranges [1,5] and
[1,10] respectively. The data for the attribute As is generated from a normal
distribution with parameters @ = 50 and o = 10.

The protection levels 10%, 20%, and 50% were considered. That is, for
example at the 10% protection level, the values for I; and u; were randomly
selected such that [; < a; < w; and u;— [; = .1a; for i = 1, ..., 1000. Two poly-
topes were created for CVC-POL, each with £ = 3. The first polytope was
created with A = (3,3,3) and the second with A = (2,2, 1). The intersection
of these two polytopes was used to evaluate CVC-INTPOL.

The query sets were generated using the values of the non-confidential
fields Ay - A;. Each query set was created from a unique combination of the
first four discrete attributes and values of A5 depending on whether or not
As < 50. A total of 574 query sets were generated with cardinalities varying
from two to 52 records. We intentionally chose small cardinality queries since
all realizations of CVC perform generally well for large cardinality queries,
and further, small cardinality queries are the natural starting points to attack
the database with insider data and algorithm information. The cardinality
distribution of the query set is shown below.

Cardinality | % of Query Sets
2-10 61%
11-20 27%
21-52 12%

SUM, STANDARD DEVIATION and MIN queries over the confidential
attribute were created from each query set, and were evaluated for each
approach.
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6.1 Results

Figures 1, 2, and 3 report the improvement in the query answers with CVC-
INTPOL over CVC-POL with A = (%,é,%) The improvement in the query
answers were evaluated with the metric (V& P,? LC)JVC(S(\)IE INTPOL) Signifi-
cant improvements were observed for SUM and STANDA D DEVIATION
queries. Performance improvements were lower for MIN queries, especially
for higher protection levels. At the 50% protection level over 60% of the an-
swers were identical for CVC-INTPOL and CVC-POL. This could partially
be attributed to the fact that a heuristic technique was used to compute the

MIN query answers.

Answer Improvement with CVC-INTPOL

100%

90% -
80%
70% -
60% -
50% -
40% -
30%
20% -
10% -
0% ‘ ‘ ‘ ‘

10% protection

20% protection

Improvement in h

50% protection

0% 20% 40% 60% 80%

Cumulative Percentage of Queries

100%

Figure 1: Sum Queries
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Improvement in h

100%

Answer Improvement with CVC-INTPOL
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80% -
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50% A
40% -
30% -
20% -
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20% protection

50% protection

20% 40% 60% 80% 100%

Cumulative Percentage of Queries

Figure 2: STANDARD DEVIATION QUERIES
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Answer Improvement with CVC-INTPOL

70% -
60% -
50% -
40% -
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10% -
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20% protection

50% protection

0%

20%

40% 60%

80% 100%

Cumulative Percentage of Queries

Figure 3: MIN Queries

The average percentage reduction in the answer intervals is reported be-

low.
Protection Level | SUM | STANDARD DEVIATION | MIN
10% 3% 62% 63%
20% 69.5% 36.8% 30%
50% 37% 36.9% 5%
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SUM STANDARD DEVIATION MIN
>
_§ % % Dominated|% Dominated |% Dominated]% Dominated |% Dominated|% Dominated
° £ oy by by by by by
st | X
Qo o CVC-STAR |CVC-INTPOL |CVC-STAR |CVC-INTPOL JCVC-STAR [CVC-INTPOL
10% |all queries [68.10% 31.90% 69.20% 30.80% 57.80% 0%
2-9 68.60% 31.10% 68.20% 31.80% 55% 0%
>9 67.60% 32.80% 70.30% 29.70% 61.30% 0%
20% |all queries [67.60% 32.40% 69.70% 30.30% 58.30% 0%
2-9 64.50% 35.20% 68.90% 31.10% 53.80% 0%
>9 71.50% 28.90% 70.70% 29.30% 64% 0%
50% |all queries [68.80% 31.20% 76% 24% 79.10% 0%
2-9 69.20% 30.50% 76.40% 23.60% 72.60% 0%
>9 68.40% 32% 75% 25% 87.10% 0%

Table 7: Relative Performance of CVC-STAR and CVC-INTPOL

In general, the most significant improvements were observed for the 10%
protection level. The improvements in the answers was higher for the 20%
protection level than for the 50% protection level, except for STANDARD
DEVIATION where the average improvements were nearly the same. In fact,
for 41% of the queries the reduction in the query answer intervals was higher
with the 50% protection level than with the 20% protection level (see Figure
2).

We next compare the performance of CVC-STAR against CVC-INTPOL.
Table 7 reports the percentage of the queries for which each of the two tech-
niques provided a better answer. The results indicate that in general CVC-
STAR outperforms CVC-INTPOL for all query types. Interestingly, for MIN
queries CVC-INTPOL never dominates CVC-STAR. However, for nearly 40%
of queries for the 10% and 20% protection levels and 20% of the queries for
the 50% level, both techniques provide identical answers. This observation
can partly be attributed to the heuristic strategy implemented to evaluate
MIN queries in CVC-POL. The performance advantage of CVC-STAR is
more dramatic over CVC-POL as illustrated in Table 8.
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Protection STANDARD

level Cardinality JSUM DEVIATION [MIN

10% all queries  |100% 99% 100%
29 100% 98% 100%
>9 100% 100% 100%

20% all queries ]100% 94.40% 89.60%
2-9 100% 90.20% 87.40%
>9 100% 99.60% 92.20%

50% all queries [93.20% (80% 83.80%
2-9 90% 78.60% 79.90%
>9 97.30% |82.40% 88.70%

Table 8: Percentage of Queries for Which CVC-STAR provides
strictly better answers than CVC-POL

Table 9 reports the average values of h for CVC-STAR, CVC-INTPOL
and CVC-INTPOLUSTAR. For SUM and STANDARD DEVIATION queries,
CVC-INTPOLUSTAR performs better for larger cardinality queries. For
MIN queries, the performance of CVC-INTPOL and CVC-INTPOLUSTAR
are identical since CVC-STAR always performs as well or better than CVC-
INTPOL.

SUM STANDARD DEVIATION MIN
E > > >
" o o) o) o) ) o
>
5 = P a a « a a x a ot
= S = E = = = = = = =
8 £ () Z = ) Z Z . () Z Z.
5 g ISE 8 8 g2 I8 |8 sk
o o @) [@) Ow (&) (@) Ow @) [$) ow
10% |all queries |0.04 0.064 0.071 0.11 0.158 0.174 0.098 0.149 0.149
2-9 0.051 0.076 0.084 0.14 0.19 0.209 0.099 0.148 0.148
>9 0.027 0.049 0.054 0.074 0.119 0.129 0.097 0.15 0.15
20% |all queries [0.08 0.121 0.135 0.222 0.299 0.341 0.188 0.276 0.276
2-9 0.101 0.15 0.167 0.282 0.371 0.43 0.191 0.277 0.277
>9 0.053 0.086 0.095 0.148 0.21 0.232 0.185 0.274 0.274
50% |all queries |0.198 0.318 0.348 0.516 0.721 0.814 0.458 0.705 0.705
2-9 0.25 0.386 0.422 0.64 0.855 0.979 0.464 0.7 0.7
>9 0.135 0.234 0.255 0.364 0.556 0.611 0.451 0.711 0.711

Table 9: h Values for CVC-STAR, CVC-INTPOL and
CVC - INTPOL U STAR

Table 10 presents the relative decrease in answer quality with CVC-
INTPOLUCVC-STAR over CVC-STAR and CVC-INTPOL. This is captured
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h (CVC-STAR) - h(CVC-INTPOLUSTAR) 4 h (CVC-INTPOL) - h(CVC-INTPOLUSTAR)

with the measures

h (CVC-STAR) h (CVC-INTPOL)
STANDARD

c - SUM DEVIATION MIN

o =

= © 1 1 1

o c

2 _— :a 1 X 1 O T X 1 O 1 1 O

o9 = o< og o< o o< oR

oo S |8h |83z |8b |z |8h  |Bz

10% all queries |88.90% 44.20% 67.80% 22.10% 53.00% 0.00%
2-9 72.00% 43.40% 58.80% 20.20% 51.30% 0.00%
>9 110.00% (45.00% 79.10% 24.30% 55.00% 0.00%

20% all queries |78.90% 36.10% 60.70% 23.30% 51.80% 0.00%
2-9 70.80% 42.60% 62.00% 20.20% 49.50% 0.00%
>9 89.10% 28.10% 59.00% 27.10% 54.60% 0.00%

50% all queries |86.00% 40.00% 72.30% 15.10% 58.30% 0.00%
2-9 72.60% 40.70% 65.90% 16.30% 55.30% 0.00%
>9 102.60% (39.20% 80.40% 13.70% 62.00% 0.00%

Table 10: Percentage Increase in h with CVC — INTPOL U STAR

Performance deterioration is significantly larger if the DBA moves from
CVC-STAR to CVC-INTPOLUSTAR than from CVC-INTPOL to CVC-
INTPOLUSTAR. This result implies that it is more “costly” to protect
against insider algorithm information than to provide protection against in-
sider data information.

In summary, our computational results suggest the following: (i) inter-
section of CVC-POLs can result in significant performance improvements,
(ii) the performance of CVC-STAR is significantly better than CVC-POL
and even than CVC-INTPOL, and (iii) performance deterioration is signif-
icantly higher when the DBA provides protection against insider algorithm
information as opposed to protection against insider data information.

7 Conclusions and Future Research

The major thrust of this work has been to categorize two distinct types of
insider information that a user of a database may have, and to combat them

28



while giving deterministically exact answers to queries. The two types of
threats are either of knowledge of data in the confidential field or of the al-
gorithmic process that is used to answer queries. The second type has not
been considered before in this line of research. We show that a previous
realization of the Confidentiality via Camouflage (CVC) technique is safe
against the second type but not the first. Thus we develop models and al-
gorithms to combat the first type of threats and combinations of the two to
protect against a user who is only known to have one type of knowledge or
the other but not which one. Computational experience relates the degra-
dation of answer intervals that can be expected based on the type of threat
that is protected against. The general conclusion is that it is less expensive
to protect against data knowledge than against process knowledge. Future
research, among other extensions, can further explore the proposed methods
to protect against a user who poses both types of threats simultaneously.
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